Lookout Mobile
Endpoint Security

Providing the industry’s leading mobile Endpoint

Detection and Response (EDR) solution

Lookout Mobile Endpoint Security (MES) empowers
organizations to protect their employees and data against

mobile threats, including phishing attacks, app threats, Benefits of Lookout Mobile

device exploits, and risky networks. Endpoint Security (MES)
Limitless scale to protect, = Secure any iOS, Android,
detect and respond or ChromeOS device.

MES is engineered to provide the industry’s leading mobile = Defend against modern threats
Endpoint Detection and Response (EDR) solution. Backed with cloud-delivered protections.
by the intelligence of the world’s largest mobile security

dataset, Lookout MES protects your employees, their = Align to compliance requirements
devices, and the data they access from modern attacks while preserving end-user privacy.

that target mobile endpoints.
= Protect any device whether it’s managed,

Regardless of your organization’s size, Lookout provides unmanaged, BYOD, or company-owned.
industry-leading protection against the most modern
threats. Whether you’re concerned about your employees
falling victim to phishing and social engineering or being
tracked by nation-state surveillanceware, Lookout MES
has you covered.

= Keep employee identities safe from social
engineering and mobile phishing attacks.

Platform bundles What’s included

Mobile security based on the same platform that serves the world’s largest organizations,
Small Business delivered as an intuitive out-of-the-box service for small business owners to protect their
employees.

Essentials gives you access to a Mobile EDR solution with comprehensive real-time
protection against all mobile threats across iOS, Android, and Chrome OS devices. It
provides detection and response capabilities for phishing attacks, malicious apps, device
exploits, and risky networks.

Essentials

Advanced builds on Essentials by adding proactive analysis and compliance policy
enforcement. It enables organizations to assess the risk of mobile devices and apps, set
policies to block non-compliant apps and gain visibility into outdated device OS versions
and security patch levels.

Advanced

Including all the capabilities of Advanced, our Premium bundle adds a research capability
to support SOC use cases like threat hunting and incident response. With Premium, your
organization can proactively protect against mobile threats and access the best mobile
threat intelligence available.

Premium

lookout.com




Lookout Mobile Endpoint Security

Mobile Vulnerability and Patch Management

Lookout Mobile Vulnerability and Patch Management provides comprehensive visibility
into the versions of operating systems and mobile apps in your organization. It enables you to
identify device risks, whether company-owned or employee-owned, managed or unmanaged.
With Lookout, you can proactively detect vulnerabilities and ensure devices are patched to

prevent data risks.

Small

Business Essentials Advanced | Premium
Mobile Device Vulnerability Management
Visibility into operating system versions | | ] ]
Require devices to run minimum OS version | | | | | |
Risky device configurations | | [ | [ |
Operating systems vulnerabilities | |
Identify severity of vulnerabilities across fleet | | | |
Mobile App Vulnerability Management
Drive users to update vulnerable apps | | | |
Identify and enforce use of updated apps | | |
Block use of specific vulnerable app versions | |
Patch Management
Identify latest available patches and upgrades | | | |
View patch adoption across organization | | | | | |
Enforce patch deployments | | | |
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Lookout Mobile Endpoint Security

Threat Protections

Continuously monitor and analyze mobile devices for potential threats. With advanced
machine learning and real-time monitoring, Lookout detects and alerts users to application,
device, network, phishing and content threats. By providing proactive threat detection and
immediate alerts, Lookout helps organizations stay one step ahead of cyber threats and
protect their sensitive data.

Bussni1naeILS Essentials Advanced | Premium
Social Engineering Protection
Proactive Smishing Protection | | | |
Executive Impersonation Protection Add-on Add-on | |
Phishing and Content Protection
Block access to phishing links across all apps | | | |
Block malicious servers, co'mmand and - - - -
control systems, and watering holes
Al powered detection of the latest phishing threats | | | | | |
Configurable privacy controls for admins | | | | | |
DNS privacy and protection (Secure DNS) | |
App Threat Protection
Malware: trojans, spyware, ransomware,
surveillanceware, click fraud and others - - - "
Detect rootkit exploits within apps that jailbreak or root device | | | |
Riskware: adware, spam, chargeware ] ] ] ]
Detection for sideloaded apps | | | | | |
Device Threat Protection
Passcode enforcement | | | |
Device encryption enforcement | | | |
Jailbreak/root detection u u ] |
Advanced detection for remote-jailbreak/root | | | |
Network Threat Protection
Man-in-the-middle attacks on both cellular and Wi-Fi networks u u | |
Secure sockets layer (SSL) attacks ] ] u u
Rogue Wi-Fi access points | | | |
Address resolution protocol (ARP) spoofing detection | | | | | | |
Port Scan detection | | u u
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Lookout Mobile Endpoint Security

Mobile Risk and Compliance

Protect your data to ensure compliance with industry regulations and data protection laws.

With Lookout’s advanced web content filtering capabilities, organizations can automatically
identify and block access to offensive, adult, violent, and criminal content. This solution enables
organizations to enforce acceptable use policies, protect sensitive data, and maintain a secure
mobile environment.

Btjs;?na;Ls Essentials | Advanced @ Premium
Web Content Filtering
Identify or block access to adult, violent, and criminal content ] | | ]
Approve sites for employee use | | | | | |
Block sit_es impacting productivity, performance, - - - -
and mobile data costs
Mobile App Reputation Services
Customizable app policies | | [ |
Custom policies for risky apps | | | |
App allow lists and deny lists | | | |
Block untrusted applications | [ |
Identify apps accessing sensitive data such as calendar or contacts | |
Identify apps communicating with servers in foreign countries | |
Identify apps communicating with cloud services | |
Identify risky or malicious SDKs | |
Identify apps that have insecure data storage/transfer | |
Out of the box application risk grading | |
Public and private app upload and analysis | |
Mobile Zero Trust
On-device data access controls | | | |
MDM access based controls | | |
MAM access based controls | | |
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Lookout Mobile Endpoint Security

Management and Integration Capabilities

Lookout offers robust management and integration capabilities to streamline your security
operations. With Lookout, you can easily integrate with existing infrastructure such as SSO,
MDM, SIEM, and data classification systems. You can also export events to major
SIEM/SOAR/XDR solutions for comprehensive visibility and control.

Bussr?natilss Essentials | Advanced @ Premium
Multi-tenancy Management Capabilities
Manage Multiple consoles with SSO | | u u
Centralized Policy Configurations | | | | | |
Ability to filter MES tenants based on current risk | | u u
Full data set segregation of tenants | | | | | |
Enhanced Management Capabilities
Zero-touch deployment | | | |
Data privacy controls | | | |
Advisory Risk Level | | | | | |
Policy Escalation/Grace periods | |
Custom Threat Messages | | |
Mobile Intelligence APIs
Mobile Risk API | | |
Third-Party Web Content Threat Feed API | |
Vulnerability API | |
Integrations
Android Enterprise Dual Persona Protection | | |
UEM integration for MDM and/or MAM support | | | |
Identity access management (IAM) integration ] ] ]
Security incident event management (SIEM) integration | | |
Granular Threat Sync | |
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Lookout Mobile Endpoint Security

Threat Intelligence and Research

Lookout Threat Intelligence and Research enable security teams to quickly detect, investigate,
and respond to mobile threats. With access to the industry’s largest mobile telemetry dataset,

Lookout provides real-time visibility into mobile incidents, allowing for proactive threat hunting
and containment. This comprehensive platform helps organizations protect their data, prevent
data breaches, and make informed decisions to strengthen their mobile security posture.

Bussr?naélss Essentials = Advanced @ Premium
Mobile Threat Intelligence
Monthly Mobile Threat Intelligence Executive Summaries n | u u
Monthly Mobile Threat Intelligence Report L]
Threat Intelligence artifacts (IOCs & MITRE ATT&CK® mappings) ]
Forensic Investigation
Threat hunting across your fleet u
Research and investigation for incident response |
Link incidents and IOCs to larger campaigns or kill chains |
Breach Protection
Proactive threat hunting across our global dataset |
Execute new policy based on threat discoveries [ |
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Lookout.

About Lookout

Lookout, Inc. is the data-centric cloud security company that uses a defense-
in-depth strategy to address the different stages of a modern cybersecurity
attack. Data is at the core of every organization, and our approach to
cybersecurity is designed to protect that data within today’s evolving threat
landscape no matter where or how it moves. People — and human behavior —
are central to the challenge of protecting data, which is why organizations need
total visibility into threats in real time. The Lookout Cloud Security Platform is
purpose-built to stop modern breaches as swiftly as they unfold, from the first
phishing text to the final cloud data extraction. We are trusted by enterprises
and government agencies of all sizes to protect the sensitive data they care
about most, enabling them to work and connect freely and securely. To learn
more, visit and follow Lookout on our , and

For more information visit Request a demo at
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